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INTISARI

Pada laporan tahunan Indonesia Security Incident Response Team Internet
Infrastructure (ID-SIRTII) telah mengadakan survey random sampling tentang
kesiapan sistem dan prosedur terhadap sejumlah perusahaan serta instansi
pemerintah di berbagai sektor yang bisa dianggap strategis dan kritikal. Hasilnya
meskipun sebagian besar telah memiliki instrument pengamanan namun banyak
sekali kelemahan akibat sistem yang diterapkan secara parsial, pengabaian oleh
manajemen, kelalaian dan masih rendahnya sikap perilaku pengamanan sendiri
(self protection), semua ini mengakibatkan tingginya angka insiden yang tidak
disadari oleh pemilik sistem (Salahuddien, 2009). Pada tulisan ini akan
difokuskan membahas peningkatan self protection atau perilaku pengamanan
sendiri administrator, yaitu bagaimana dengan melakukan report status dari sistem
secara real-time kepada administrator agar dapat memantau availabilty dari sistem
yang dikelola. Hasil penelitian ini dapat disimpulkan bahwa peningkatan sikap
self protection dapat dilakukan dengan sistem peringatan yang dapat memberikan
laporan peringatan secara berkala. Hal ini tentu diharapkan juga dapat mengurangi
beban kerja administrator.

Kata kunci : Self protection, Network security, NIDS, Paket filter, SMS gateway.



ABSTRACT

In the annual report of Indonesia Security Incident Response Team
Internet Infrastructure ( ID - SIRTII ) has conduct random sampling survey on the
readiness of systems and procedures against a number of companies and
government agencies in a variety of sectors that can be considered strategic and
critical . The result though most have had a security instrument , but a lot of
weaknesses due partially implemented system , neglect by management |,
negligence and the low security behavior attitudes (self protection ) , all of this
results in a high number of incidents that are not recognized by the system owner
( Salahuddien , 2009) . This paper will focus on discussing the increase in " self
protection " or safety behaviors own administrator , ie how to do report the status
of the system in real-time to the administrator in order to monitor the availabilty
of the managed system . The results of this study it can be concluded that the
increase in the attitude of " self- protection " can be done with a warning system
that can alert periodically reports . This course is also expected to reduce the
workload of administrators .

Keywords : Self protection, Network security, NIDS, Packet filter, SMS gateway.
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